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DETAILED ACTION 
Continued Examination Under 37 CFR LI 14 

A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1 . 1 1 4, and the fee set forth in 37 CFR 1 . 1 7(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.1 14. Applicant's submission filed on 09/06/06 has been entered. 

Claim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains, Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 1, 6, 8-9, 30, 32, 54, 59, 69-72 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Jones (5623637) in view of Gammie et al (5237610) and further in view of the 
article by Friedman ("The Trustworthy Digital Camera: Restoring Credibility To The 
Photographic Image"). 

In reference to claim 1 } Jones discloses a system for storing a password value and logic 
circuitry for preventing access to information stored on the memory card unless the user of the 
host computer to which the memory card is connected can supply a password matching the 
stored password (abstract). Jones also discloses a microprocessor (Fig. 1 part 260). Jones 
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discloses further digital identity data (password part 301 Fig. 2), wherein the digital identity data 
uniquely identifies a user of the digital identity device. The password is digital data that 
uniquely identifies a user because only the user would know the password (column 3 lines 39-43 
in combination with column 8 lines 35-41). The system of Jones contains a memory configured 
to store at least the digital identity data (column 7 lines 32-41). The system of Jones discloses 
digital identity data that is encrypted by the digital identity data using an algorithm that uses a 
random number (column 8 lines 4-34) 

Although Jones discloses a microprocessor (Fig. 1 part 260) and the encryption of the 
user data, Jones does not discloses a microprocessor wherein the identity is stored , in the 
microprocessor. 

Gammie discloses a system for identifying an authentic user of the decoder using . a 
doubly encrypted key wherein the key is encrypted first by a serial number and encrypted again 
by a second serial number (abstract). Therefore the system discloses the encryption of person 
information (key) using serial number (column 12 lines 5-19). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to encrypt the unique user data (key) using the unique device data (serial number) 
as in Gammie in the system of Jones. One of ordinary skill in the art would have been motivated 
to do this because each serial number is unique to the individual device therefore the key will not 
be subject to compromise or recovery (column 3 lines 9-16 in combination with lines 23-26). 

Although Jones discloses a microprocessor and the encryption of the user data, and 
Gammie disclose the encryption of user data with a serial number, neither Jones nor Gammie 
disclose the storage of the serial number in the microprocessor. 
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Friedman discloses a method securing a digital image (abstract). The image is secured 
using a unique key, therefore identification, which is etched to the camera's secure 
microcontroller (page 908 column 2, the first foil paragraph). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to etch the key into the controller as performed by Friedman in the system of 
Jones. One of ordinary skill in the art would have been motivated to do this because credibility 
of the camera's output becomes an extension of that of the manufacturer; thus a digital signature 
from the camera can be considered to be just as reliable and secure as if the signature had been 
generated by the manufacturer (Friedman page 908 column 1, the first foil paragraph). 

In reference to claims 6, 54, and 59, wherein the digital identity is for one of the group 
consisting of an individual and a corporation; and wherein the digital identity at least one 
selected from the group consisting of a name, a digital picture, an address, a date of birth, a 
social security number, a driver's license number, a digital photograph, biometric information, 
credit card information, bank account information, an incorporation name, a date and place of 
incorporation, a name of a corporate officer, a corporate partner, and a database administrator 
name (business data, column 1 lines 15-25). 

In reference to claim 8, wherein the digital identity device further comprises a computer 
an interface configured to enable the digital identity device to communicate with an external 
device (Fig. 1). 

In reference to claim 9, wherein the interface comprises an input/output port (column 5 
lines 50-55). 
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In reference to claims 30 and 32, The applicant does not define "binding digital identity 
data," as a result the definition of "binding the digital identity data" is constraining the 
microprocessor identity device to the digital identity data with legal authority. The system of 
Jones discloses using digital signatures techniques can be readily implemented using the 
password protected secure memory (column 9 lines 40-47) therefore binding digital identity data 
associated with the memory device with the memory devices of a microprocessor operatively 
connected to the property. Jones further discloses verifying the identity of the property by 
querying the microprocessor wherein the digital identity data is bound to the card Id. The card 
exchanges the certificate which contains the card Id with the transaction terminal and the 
identities of the authenticated user (column 7 lines 40-50). Jones further discloses determining 
the origin of the electronic communication using the tagged communication (Fig. 2). 

Although Jones discloses the encryption of the user data (password, column 8 lines 4-34), 
Jones does not discloses the encrypting the electronic communication using the digital identity 
data. 

Gammie discloses a system for identifying an authentic user of the decoder using a 
doubly encrypted key wherein the key is encrypted first by a serial number and encrypted again 
by a second serial number (abstract). Therefore the system discloses the encryption of person 
information (key) using serial number (column 12 lines 5-19). The encryption of the key using 
the serial number binds the serial number to the user identity. 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to encrypt the unique user data (key) using the unique device data (serial number) 
as in Gammie in the system of Jones. One of ordinary skill in the art would have been motivated 
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to do this because each serial number is unique to the individual device therefore the key will not 
be subject to compromise or recovery (column 3 lines 9-16 in combination with lines 23-26). 

Although Jones discloses a microprocessor and the encryption of the user data, and 
Gammie disclose the encryption of user data with a serial number, neither Jones nor Gammie 
disclose the storage of the serial number in the microprocessor. 

Friedman discloses a method securing a digital image (abstract). The image is secured 
using a unique key, therefore identification, which is etched to the camera's secure 
microcontroller (page 908 column 2, the first full paragraph). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to etch the key into the controller as performed by Friedman in the system of 
Jones. One of ordinary skill in the art would have been motivated to do this because credibility 
of the camera's output becomes an extension of that of the manufacturer; thus a digital signature 
from the camera can be considered to be just as reliable and secure as if the signature had been 
generated by the manufacturer (Friedman page 908 column 1, the first full paragraph). 

In reference to claims 69-72 wherein the user is a corporation and wherein the digital 
identity data comprises at least one selected from the group consisting of an incorporation name 
of the corporation, a data and place of incorporation of the corporation, a name of a corporate 
officer of the corporation, and corporate partner of the corporation. 

Friedman discloses a method securing a digital image (abstract). The image is secured 
using a unique key, therefore identification, which is etched to the camera's secure 
microcontroller (page 908 column 2, the first full paragraph). 
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At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to etch the key into the controller as performed by Friedman in the system of 
Jones. One of ordinary skill in the art would have been motivated to do this because credibility 
of the camera's output becomes an extension of that of the manufacturer; thus a digital signature 
from the camera can be considered to be just as reliable and secure as if the signature had been 
generated by the manufacturer (Friedman page 908 column 1, the first full paragraph). 



Claims 34, 64, and 73-75 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Jones (5623637) in view of Gammie et al (5237610) and further in view of Friedman as in claim 
1 and further in view of Guthery and Yap et al (6,1 1 1,506). 

In reference to claims 34 and 73, is rejected as disclosed in claim 1 above. The 
additional limitation of obtaining digital identity data form a digital device operatively connected 
to a computer in which the electronic document is stored is taught by Guthery. 

Guthery discloses a computer having a microprocessor containing identity information 
(column 5 lines 25-40 in combination with column 6 line 49 to column 7 line 5). The system 
includes obtaining digital identity data from a digital identity device operatively connected to a 
computer in which the electronic document is stored (Fig. 1). Guthery discloses a system that 
comprises a microprocessor (Fig. 2 part 52). Guthery further disclose a system that comprises 
digital identity data wherein the digital identity data is associated with a user of the digital 
identity device; a memory configured to store at least the digital identity data (column 5 lines 7- 
15; column 6 lines 44-50; column 7 lines 13-21; Fig 2 part 58). 
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Guthery discloses a card ID (column 7 lines 1-5) which posses as the microprocessor 
identity due to the fact that the card ID belongs to the card; and therefore everything on the card 
and the card only has one microprocessor (Fig. 2). It follows that the ID identifies the contents 
of the card and therefore identifies the microprocessor. Even if the card ID is not a 
microprocessor identity, Paolini discloses a method and apparatus is disclosed for preventing an 
unauthorized computer system form using copied software of data (abstract). The system uses a 
CPU ID (microprocessor ID) of a particular computer system (column 3 lines 1-5). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use a microprocessor ID in the smart card of Paolini in the system of Guthery. 
One of ordinary skill in the art would have been motivated to do this because the ID is a unique 
quantity that can be used to prevent the use of copied software. 

Although Guthery discloses storing information such as licenses and therefore documents 
(column 6 lines 45-50) and the system has passwords (column 6 lines 62-67) and a program for 
encryption (column 6 lines 25-30), Guthery does not disclose encrypting the documents 

Yap discloses storing documents on the smart card. The documents are encrypted. 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to encrypt the documents as in Yap with the digital identity data of Guthery and 
storing the documents on the smart card as in Guthery. One of ordinary skill in the art would 
have been motivated to do this because it would discourage fougery. 

Guthery and Paolini do not disclose the etching of the microprocessor identity 
information into the microprocessor 
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Friedman discloses a method securing a digital image (abstract). The image is secured using a 
unique key, therefore identification, which is etched to the camera's secure microcontroller (page 
908 column 2, the first full paragraph). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to etch the key into the controller as performed by Friedman in the system of 
Jones. One of ordinary skill in the art would have been motivated to do this because credibility 
of the camera's output becomes an extension of that of the manufacturer; thus a digital signature 
from the camera can be considered to be just as reliable and secure as if the signature had been 
generated by the manufacturer (Friedman page 908 column 1, the first full paragraph). 

In reference to claims 64 and 74, wherein the digital identity is for one of the group 
consisting of an individual and a corporation; and wherein the digital identity at least one 
selected from the group consisting of a name, a digital picture, an address, a date of birth, a 
social security number, a driver's license number, a digital photograph, biometric information, 
credit card information, bank account information, an incorporation name, a date and place of 
incorporation, a name of a corporate officer, a corporate partner, and a database administrator 
name (bank information, column 7 lines 45-47; and column 6 lines 47). 

In reference to claim 75 wherein the user is a corporation and wherein the digital identity 
data comprises at least one selected from the group consisting of an incorporation name of the 
corporation, a data and place of incorporation of the corporation, a name of a corporate officer of 
the corporation, and corporate partner of the corporation. 
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Friedman discloses a method securing a digital image (abstract). The image is secured 
using a unique key, therefore identification, which is etched to the camera's secure 
microcontroller (page 908 column 2, the first full paragraph). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to etch the key into the controller as performed by Friedman in the system of 
Jones. One of ordinary skill in the art would have been motivated to do this because credibility 
of the camera's output becomes an extension of that of the manufacturer; thus a digital signature 
from the camera can be considered to be just as reliable and secure as if the signature had been 
generated by the manufacturer (Friedman page 908 column 1, the first full paragraph). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paula W. Klimach whose telephone number is (571) 272-38544. 
The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

PWK 

Wednesday, November 22, 2006 J 
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